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NHObOTEeKC
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MHJoOTEeKC

[lokynaTenm cYMTawT,
4YTO UX BBOAAT B 3abnyxaeHue

A Ha caiTe obewanu Apyroe 3aTo nopuua 6onbwas




MHJoOTEeKC

Y BCcex CBOU MeTOAUKM

! Throughput measured with 1500B User
4_5 Datagram Protocol (UDP) traffic

measured under ideal test conditions.

* Firewall throughput is measured with
App-ID and logging enabled, utilizing
64 KB HTTP/appmix transactions.

@))/ RFC 3511, 2544, 2647, 1242 (Lab),
Firewall 1518B UDP (Gbps)


https://www.checkpoint.com/downloads/products/26000-security-gateway-datasheet.pdf
https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/datasheets/pa-5400-series
https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-742474.html

YTOo Takoe «uaeasbHble

o UDP npouwe, 4em TCP: HyXHO
OTCNEeXMBaTb MeHblle COCTOAHUN

o Cambli 60nblWOK BO3MOXHbLIN pa3mep
nakeTa
(0bbi4HO Jumbo frames):

° MeHblle coeguHeHUN And
nepefayn Toro xe obbema
JaHHbIX

* MeHblle 3aronoBKOB MNakeToOB
ana pasbopa

MHJoOTEeKC

yC/I0BUA»

o MakcumanbHoe KOJIM4ecTBO
COeAUHEeHUn :

*  OTKpbITb MHOIFO COeAUHEHUM

° [NepepaBaTb Mano uaM COBCeM
He nepenaBaTb AadHHbIX

* He 3akpbiBauTe coeanHeHus

o MakcumanbHOe KOJIMYeCTBO HOBbIX
coeAMHEHUN B CeKyHAy:

° McnoanyﬁTe MHOIo0O O4€eHb
MaNeHbKUX COeOUHEHUN

* [lepegaBaTb MaJZI0O UAN COBCeM
He nepepaBaTb AaHHbIX

° 3aKkpbiBanTe coeguHeHus
KaK MOXHO 6bicTpee 5



[loyeMy HUKTO He TecTupyeT HepOTEKE

BCe BapWaHTHI

Echv B npogykTe 26 ¢yHKUM, TO
OUEeHKa BJIMAHUA KaxXAon Ha
NpOU3BOAUTENIbHOCTb MPUBOOUT K 67
M/IH. YHUKa/NIbHbIX TeCTOB.

(c) Cisco

HyXHO 6bITb 3KCMepToM, 4YTOObI

NMOHUMaTb pe3ysbTaTbl BCEX 3TUX
TEeCTOB.

MokynaTent HYXHO U3YyYuTb BCe
pe3ynbTaTbl U COOpaTb U3 HUX
KOMOMHALMI CBOUX, 4YTOObl MOTOM ee

NpOTEeCTUMPOBATb U MOHATb 4YTO byaeT y
nokynaTtensa.



NMOYEMY BAXEH

TPAOUKA ?




MHODOTEKC

UDP cambii NMpPOCTOU TecCT

20,500
20,000
20,000

19,500
19,000 18,610
18,500
18,000
17,500

17,000

64 Byte 128 Byte 256 Byte 512 Byte 1024 Byte 1280 Byte 1514 Byte
Packets Packets Packets Packets Packets Packets Packets

Mbps 17,610 18,160 18,610 18,810 20,000 20,000 20,000
Latency (us) 12 13 13 14 17 23 24

Figure 8 — Raw Packet Processing Performance (UDP Traffic)
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UDP cambii MpPOCTOU TecCT

Byte 1514 Byte
Packets ack ackets Packets Packets Packets
Mbps 841 5,686 A7 14,120

Latency (ps) 35
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Pa3Hble NpUnoxeHUAa -
pa3HaA CKOpOCTb

performan

e the NS

FTP SMB
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MHJoOTEeKC

Pa3Hble NpUnoxeHUAa -
pa3HaA CKOpOCTb

4,500
4,000
3,500
3,000
00
1,908 000
1,500
1,000
500

0

Video Database

2,126

FTP SMB
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MHJoOTEeKC

Mpodunb Tpaduka BAuAeT
Ha NpOU3BOAUTEJIbHOCTb ApaMaTU4YeCKU

Changing the traffic profile from HTTP to an Enterprise Mix and running it through

the IPS engine: HTTP Enterprise
N | ‘ Mix

IPS Throughput ' (HTTP / Enterprise Mix)

- HTTP 44%, Bittorrent 22%, IMAP v4 16%,
FTP 9%, SMTP 9%

This is Cisco’s generic Multiprotocol test and is
very similar to all the Internet multiprotocol
standards.




MHJoOTEeKC

Naxe HTTP y BceXx pa3HbIM

HTTP - xopowui 6a30BbiM ypoBeHb AnA TecTtoB “real world”

1024B HTTP Test (256KB Object)

his number is to compare with other vendors at a 256KB object size JIt uses a larger and commonly tested packet
size for every simulated session. Wi e protocol overhead, the average frame size is around 1024 bytes. This

represents typical production conditions for most firewall deployments.

Note: Results were measured on PAN-0S11.0.
* Firewall throughput is measured with App-1D and logging enabled, utilizing64 KB HTTP fappmix transactions.

Typical blend of HTTP, SMTP, HTTPS, DNS, FTP
and other protocols derived from research
conducted over hundreds of customer environments

HTTP only

Realistic blend Page loads only




CPABHUTEJIbHbIE
TECTUPOBAHUE
N0 METOAUKE
UHPOTeKC



MHJoOTEeKC

Kak Mmbl TecTuUpyem

RFC-2544, RFC 9411
(Benchmarking Methodology for Network
Security Device Performance)

MeToankm NSS Labs - NextGeneration Firewall (NGFW)

)



Yem Mbl TecTupyem

MHJoOTEeKC

Cuctema TeCTUpOBaHUA
Nnpon3BOAUTENbLHOCTU, GYHKUMOHANa U
COBMECTUMOCTM CeTel N ceTeBbIX
npunoxeHun. KomnakTHoe 2-C/NOTOBOE
waccu Ixia XM2.

PeweHne PerfectStorm ONE komnaHuu
Ixia npeactaBnseT cobor KOMMAKTHbIN
NporpaMMHO-annapaTHbii kKomnnaekc (MAK),
npeAHa3HaYeHHbIM ANA TeCTUpPOBaHUA
cucTtem ceteBoi 6e30MacHOCTU U [pyrux
ceTeBblX CpeACTB peasiMCTUYHLIM TpaduKom
aTakK, MPUIOXEHUN U CepBUCOB Ha
ypoBHAX 4-7 mopenun OSI.

16



MHJoOTEeKC

TecThl NO MeTOAUKAM U peaNnbHOCTb

éle Kon-Bo npaBun mMakcumym 562 .=~ Kon-Bo npasun B 2022
D “x=| roay 6b1O0 OKONO 5 ThIC.,
a B 2023 roay cTano

10 461

17



Mpoounb Tpaduka

j[e)

mMeToamke NSS Labs

MpunoxeHue Jona Tpadmka, %

Amazon S3

AOL Instant Messenger

BitTorrent
Facebook
FTP

Gmail
Gtalk

HTTP
Simulated HTTPS
SMTP

SSH

Oracle DB
Twitter
Yahoo Mail
YouTube

MHJoOTEeKC

PeasibHbln 3aKa34uUK

15.

MpunoxeHue fona Tpaduka, %
Citrix

DNS

Dropbox Sync-Get

HTTP Text_1

HTTP VE

HTTPS Dropbox

MAX Bandwidth HTTP_

RDP

SMB Client File Download
SNMP_1




MHJoOTEeKC

XypHanupoBaHue

O'F Logging and reporting - JONXHO OblTb BKJIWYEHO
MUST be enabled M‘f XYpHaNMpoBaHWe BCero

19



TECTUPOBAHMUE
B WAEAJIbHbIX
YC/IOBUAX



naHHble C CaunTa MHADOTEKC

Firewall, 1518 byte UDP
(Mbps) no 45 000 flo 30 000

Firewall Throughput

(Packets Per Second) s Gl e

Firewall, TCP Multistream 30 000
(Mbps)

21



JlaHHbIe C CcauTa

AppControl (Firewall+DPI)
(Mbps)

NGFW Througput (Mbps)

Connections per Second

Concurrent Connections

7 800

1 531
85 000
9 900 000

MHJoOTEeKC

32 000

3 900
127 000
16 000 0009

22



MHJoOTEeKC

Ka3anocb 6bl, nobeautenb
n3BeCcTeH A0 cTapTa




TecTt «WpeanbHble ycnoBuUa»

MHJoOTEeKC

M3, 1518 6anT UDP

M3 (nakeToB/cek)

CoeanHeHU"
B CeKyHay

M3, TCP

Mpoussoguteno A

45 Téeut/cek

4 MNH

85 000

30 Iéunt/cek

NMpoussoauteno b

38,2 I'out/cek

4,4 MNH

259 000

34,5 IouTt/cek




TECTUPOBAHMUE
MO METOAUKE
NSS LABS



Tpaduk NSS Labs EMIX HaoTeKe

1 npaswuno 7,2 Téut/cek 3,3 I'éut/cek

101 npaswuno 6,6 Font/cex 3,1 Ieut/cek

1001 npaBuio 5,5 Féut/cek TecT He npouaeH

26



TECTUPOBAHMUE
MO METOAUKE
3AKA3YHUKA



YcnoBua 3aKa34vukKa

1 npaBuno

1001 npaBuio

11001 npasuao

700 M6uT/Ccek

600 M6uUT/Ccek

200 MbuT/cek

MHJoOTEeKC

600 M6uUT/Ccek

500 MébuT/cek

TecT He npouaeH

28



MHJoOTEeKC

NNobeautena onpenenaet ¢GuUHULW







MHJoOTEeKC

JlaHHble Ha cauUTaxX BepHble!

PeaynbTatbl nonyyeHbl ga ocHoBaHuu MeToaukn AO «MHpoTeKC». Peaynbrathl nonyyeHbl Ang penusa 5.6.0.»

CKopocTe Nepefayv AaHHbIX U3MepeHa no cobcTEEHHOW METOOUKE | KOTOPaR MOXET BbITe NPefoCTaBNEHA NO 3anpocy.

31



CpaBHUBaATb HYXHO HepoTEKe
B paBHbIX YCJIOBUAX BANANA VS APPLE

100 GRAMS 100 GRAMS

® PROTEIN: 1.2GM ® PROTEIN : 0.2GM
e CARBS : 27.2GM ® FIBER: 3.2GM

e FAT: 0.3GM e WATER : 86%

e CALORIE: 116 e CALORIE: 59



MHJoOTEeKC

Kak cpaBHUTb MNMpPOU3BOANTEJIbHOCTb

EAuHbIA npodunb Tpaduka <:> MakCUManbHO WAEHTUYHble
HaCTpPOMNKKN BCeX

MCHHTyeMHX
feon
‘b4¥o
{:} EAWHBIA UHCTPYMEHT
é;é%% Harpy3o4Horo

TEeCTUpOBaHUA 33
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YTOo B/AMAeT Ha MpPpoOU3BOAUTENIbHOCTb

\ 4

Memory

CKopoCTb u/vnun

nponycKHas
CMOCOBHOCTb

v

\ 4

MHJoOTEeKC

Elephant flows
PacnpepgeneHne Harpysku mexpay CPU

Connection per second

Konn4yecTtBOo NOAUTUK W/UNK npasusi

Kon-Bo ogHOBpEeMEHHO 06CaYyXMBaEMbIX
ceccumn

Tun Tpaduka (HTTP wuam EMIX)

Bka4yeHHble ¢yHKUMM (pacumppoBKa
SSL, IPS, DPI, AHTuBMpPYC U T.Q4.)

NlOCTYNHOCTb CBOBGOAHBLIX pecypcoB:

CPU, RAM
35






MHJoOTEeKC

MnnoT npowen A B
yCrneuwHo 3KCcnayaTauuum

Iperf nokasbiBaeT npeKkpacHble Mpu paboTe B peanbHOW ceTu
pe3ynbTaThl OTK/4aeTCA 4yepes 2 MUHYTHI

37



TecTnpyem

HTTP 64 K6awuT/c

Konun4dyecTBO
OAHOBPEMEHHbIX CeCCUm

no MeTtToauke

Enterprise MIX NSS Labs

InntTenbHOCTb TecTa

MHJoOTEeKC

CkopocTb 06paboTku
ceccumn

Harpy3suuk Ixia, Trex.
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Megabits/s

HTTP

HTTP Tpaduk nokasan
NpeKpacHbin pe3ynbTaT

Megabits/s

1,000
950
900
850
800

700
650
600
550
500
450
400 1
350
300
250
200
150
100
50

0 25 50 75 100 125 150 175 200 225

Megabits/s

MHJoOTEeKC

Enterprise MIX

paboTbl NpuBenun K

Megabits/s
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CKOpOCTb OTKpbLITUS HOBbLIX CECCUi

TCP Sessions/s
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CKOpOCTb OTKpbLITUS HOBbLIX CECCUi

TCP Sessions/s
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MHJoOTEeKC

CKOpOCTb OTKpbLITUS HOBbLIX CECCUi

TCP Sessions/s

o
a
C
Q
n
7]
L

w

o,

o
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50 75 100 125 150 175 200 225 250 275 300 42




B 4emMm npuymnHa

9

KonnyecTtBOo OofHOBpEMEHHbLIX CeCccCui
4-rO0 U 7-TO YypOBHA Ha OAHOM U TOM
Xe ycTpouctBe O6bMHO TaK WU
oTAn4yaeTca — B 10 pa3. BTopowu
BapuaHT Yale BCero U ciayvaerca:
npu BblibOpe oTAen 3aKynku CMOTPUT
B Tabaumue Ha camoe 6onbloe
3HadeHune CC, a Haao ObUIO CMOTpEeTb

Ha CaMO€ MadJiIeHbKOe€E.


https://wikisec.ru/images/b/b3/%D0%9E%D1%81%D0%BD%D0%BE%D0%B2%D1%8B_%D0%B2%D1%8B%D0%B1%D0%BE%D1%80%D0%B0_NGFW.pdf

MHODOTEKC




